How to Sign Windows Drivers &
Executables

Created by lady ada

U ' Update Driver Software - Circuit Playground

Installing driver software...
L | —
p
[57] Windows Security g

Would you like to install this device software?

Name: Adafruit Industries LLC Ports (COM & LPT...
# Publisher: Adafruit Industries

Always trust software from "Adafruit Industries”. [ Install ][ Don'tInstall |

@ You should only install driver software from publishers you trust. How can I decide
which device software is safe to install?

https://learn.adafruit.com/how-to-sign-windows-drivers-installer

Last updated on 2024-06-03 01:53:26 PM EDT
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Overview

@ B
¥ C:\Windows\system32\cm © | Claiwe S

Microsoft Windows [U on 6.1.76011
Copyright {(c)> 208% Microsoft Corporation. All rights reserved.

m|»

C:\Users\ladyada>cd Desktop
C:\Users\ladyada\Desktop>cd CircuitPlayDriver

C:\Users\ladyada\Desktop\CircuitPlayDriver>"C:\Program Files (x86)>\Windows Kits\|
B1O\bin\x86\signtool" sign /v /n “Adafruit Industries" /tr http://timestamp.globa
lsign.com/?signature=sha2 /td sha256 *.cat
The following certificate was selected:

Issued to: Adafruit Industries

Issued by: GlohalSign CodeSigning CA — SHA256 — G2

Expires: Sat Jan 87 14:35:43 2017

SHA1 hash: BE8946F53E3E411D84B4FE436576A7413FBAAY8

lDone Adding Additional Store
Successfully signed: cdc_vista.cat

Number of files successfully Signed: 1
Number of warnings:
Number of errors: @

C:\Users\ladyada\Desktop\CircuitPlayDriver>

You've got a hot new product, ready to sell - You're a pro now! But part of that
professionalism is making sure you have signed versions of all your drivers. If you're
using a FTDI or Cypress or SiLabs chip to do USB, you might already have a signhed
driver that comes with it.

If not, its an extra step and expense that will make your life (and your customer's

lives!) much easier. These are my notes as | signed a Circuit Playground CDC driver
file, made an installer, then signed that installer

More details!

Big ups to Pololu-pal David Grayson's intensely detailed tutorial which taught me
everything | know! :)

http://www.davidegrayson.com/signing/#howto (https://adafru.it/BYv)

Really, read the above if you need more than these steps, or read both tutorials at
once for stereo-vision learning

Installing Windows SDK

Visit Microsoft's SDK download page to grab the latest standalone SDK. Even though
this is the Windows 10 SDK, you can install it on Windows 7 if you need to.

https://dev.windows.com/en-us/downloads/windows-10-sdk (https://adafru.it/ma8)
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B¥ Microsoft  Developer technologies -

Windows Dev Center

o

The Windows Software Dev
begin building Universal W
Windows 7, Windows Vista,

Server 2012, Windows Server 2008 R2, and Windows Server 2008.

Updated on November 30th, 2015. For earlier versions of the Windows and Windows Phone SDKs, see the Archive page.

Its ok to install in C:\Program Files(x86)\Windows Kits\10\

Windows Software Development Kit (SDK) for Windows 10

t Kit (SDK) contains headers, libraries, and tools you can use when you create apps that run on Windows operating systems. With the Windows SDK, you can
apps and desktop apps for Windows 10, Version 1511. This SDK also supports building Windows apps and desktop applications for Windows 8.1, Windows 8,

-
#5) Windows Software Development Kit - Windows 10.0.16299.91

Specify Location

© Install the Windows Software Development Kit - Windows 10.0.16299.91 to this computer

Estimated disk space required: 2.6GB
Disk space available: 111.9GB

Install Path:
f C:\Program Files (x86)\Windows Kits\10\
U
© Download the Windows Software Development Kit - Windows 10.0.16299.91 for installation on a separate
computer
Download Path:
1l C:\Users\Me\Downloads\Windows Kits\10\WindowsSDK

I

Next

)

The screenshot below shows the minimal set of features you need to install to do
signing: Windows IP over USB (required by SDK for UWP), Windows SDK Signing
Tools for Desktop Apps (installs signtool.exe ), and Windows SDK for UWP

Managed Apps (installs certmgr.exe ). You can install more if you're doing Windows

development.

©Adafruit Industries
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'ﬁ Windows Software Development Kit - Windows 10.0.16299.91

Click a feature name for more information.
[l pebugging Teols for Windows
[] Application Verifier For Windows
[F].NET Framework 4.7.1 Software Development Kit
Windows App Certification Kit
[¥]windows 1P Over USB
MSI Tools
[¥windows SDK Signing Tools for Desktop Apps
[¥]windows SDK for UWP Managed Apps
[ windows SDK for UWP C++ Apps
[Clwindows SDK for UWP Apps Localization
[F]windows SDK for Desktop C++ x86 Apps
[F]windows SDK for Desktop C++ amd64 Apps
[C]windows SDK for Desktop C++ arm Apps

[T windows SDK for Desktop C++ armé4 Apps

Select the features you want to install

Windows SDK Signing Tools for
Desktop Apps

Size: 4.9 MB

The Windows SDK Signing Tools for Desktop Apps

Estimated disk space required: 9234 MB
Disk space available: 109.6 GB

Back H # Install ” Cancel

Done!

ﬁ Windows Softy Develop Kit - Winﬂws 10.0.16299.91

10.0.16299.91!

\ Welcome to the Windows Software Development Kit - Windows

You can now find signtool.exe and certmgr.exe in C:\Program Files
(x86)\Windows Kits\10\bin\10.0.16299.0\x64 (or a newer version, if one has
been released). Previous SDK installations did not include a version number in the

path.

— —
o — . — — . ——— —

@ /. » Computer » Local Disk (C:) » Program Files (86) » WindowsKits » 10 » bin » x86 »

Organize v (=) Open New folder

=

Date modified Type
11/20/2015 3:47 AM  Application

Size

324 KB

¢ Favorites Z Name
B Desktop E‘ =7 signtool.exe
J. Library _| signtool.exe.manifest
23 Projects %) SirepClient.dll
8 Downloads (% Sireplnterop.dil
1. shared N swriterxml
‘ 1. Othermill PCBs [ system.tmf
J. Fritzing-Library TB3x.exe
‘ )i Development %) tedutil.dil
Do T R tannedit eve

signtool.exe

‘ Application
I Date modified: 11/20/2015 3:47 AM
Size: 323 KB
Date created: 11/20/2015 3:47 AM

10/28/20152:50 PM  MANIFEST File
11/19/20157:59 PM  Application extens...
11/20/20153:39 AM  Application extens...
10/28/2015 3:00 PM  nRFgoStudio.nRF8...
10/28/2015 2:57 PM  TMF File

11/20/2015 3:47 AM  Application
11/20/20153:47 AM  Application extens...
11/20/2015 247 8M__Annlication

1KB
284 KB
19KB
33KB
38KB
233KB
240 KB
166 KR

Download Windows WDK (Windows Driver Kit)

Go to https://docs.microsoft.com/en-us/windows-hardware/drivers/download-the-

wdk (https://adafru.it/BYw) and download the latest WDK (not ADK, scroll down!). You

©Adafruit Industries
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don't need to install Visual Studio first even though it looks like a prerequisite. Install

into the same location:

#5) Windows Driver Kit - Windows 10.0.16299.15 ==

Specify Location

© Install the Windows Driver Kit - Windows 10.0.16299.15 to this computer
Install Path:

C:\Program Files (x86)\Windows Kits\10\ B se

* Windows Kit common installation path used

© Download the Windows Driver Kit - Windows 10.0.16299.15 for installation on a separate computer

Download Path:

C:\Users\Me\Downloads\Windows Kits\10\WDK Browse

Estimated disk space required: 24 GB
Disk space available: 1151 GB
Next l [ Cancel
This warning is OK.
#5) Windows Driver Kit - Windows 10.0.16299.15 ==

Important Information!

The Windows Driver Kit (WDK) does not contain compilers, linkers or general build tools. You will not have a
build environment for drivers when you complete this installation.

The WDK integrates with Visual Studio 2017 Community edition and above to provide a complete build
environment. If you install Visual Studio, you should rerun this WDK setup to obtain the build extensions for
Visual Studio.

If you want to install the WDK without compilers, linkers and general build tools, please click Next.

Back I ’ Next l [ Close
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'E Windows Driver Kit - Windows 10.0.16299.15

Installing features...

Overall progress: 7% complete

=

Acquiring Windows Driver Kit...

Half an hour later..WDK is installed!

ﬁ Windows Driver Kit - Windows 10.0.16299.15

Welcome to the Windows Driver Kit - Windows 10.0.16299.15!

Now you can check C:\Program Files (x86)\Windows

Kits\10\bin\10.0.16299.0\x86

you have a new tool called inf2cat.exe.

</ J. « WindowsKits » 10 » bin » 10.0.162990 » x86 »

[=]© [
o e

“ Organize v Open Burn New folder
P Name ° Date modified Type Size
Bl Desktop )64 2/4/2018 202PM  File folder
18 Downloads 57 aitstatic.exe 9/28/20177:31PM  Application 1870 KB
%] Recent Places (77 apivalidator.exe 9/28/201711:29PM  Application 31KB
[=7 binplace.exe 9/22/20177:22PM  Application 189 KB
4 Libraries [57 cert2spc.exe 11/10/20179:03PM  Application 26 K8
% Documents %] DRIVERS.dII 9/28/20177:42PM  Application extens... 362 KB
& Music (=7 Inf2Cat.exe 9/22/20177:22PM  Application 22K8|
&= Pictures || inf2cat.exe.manifest 9/22/20177:21PM  MANIFEST File 1KB
B8 videos 57 makecat.exe 11/10/2017 903 PM  Application 35KB
|| makecat.exe.manifest 9/13/20178:19PM  MANIFEST File 1K8
«& Homegroup (%] microsoft.kits.drivers.apivalidator.dil 9/28/201711:29 PM  Application extens.. 41KB
%] Microsoft.Kits.Logger.dil 9/28/201711:23PM  Application extens... 25KB
% Computer %) Microsoft.MarketplaceServic 9/22/20177:222PM  Application extens... 333KB
&, Local Disk (C:) @ \ : 9/22/20177:22PM  Application extens... 67 KB
€ DVDRWDrive D) ¢ %] Mi ft.L b Workf... 9/22/20177:21PM  Application extens... 21k8
&) L b 9/22/20177:221PM  Application extens... 49KB
€ Network %] Microsoft.Uni: f.. 9/22/20177:21PM  Application extens... 126 KB
| Microsoft.Windows.Build.Signing.mssign... 9/13/2017 8:15PM  MANIFEST File 1KB
|1 mi Build.Signing.wintru...  9/13/2017 8:19 PM_ MANIFEST File 1KB
Inf2Cat.exe Date modified: 9/22/2017 7:22 PM Date created: 9/22/2017 7:22 PM
Application Size: 21.5KB

m
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Buy & Download Certificate

In order to sign a driver you need a Code Signing Certificate - once purchased you
can use it for a period of time to sign as much code/drivers as you like. For example, a
3 year certificate can be used for 3 years to sign drivers as needed. After 3 years, all
your signed drivers still work great but you will have to buy a new cert if you have
code you would like to sign a-new

Buy Code Signing Certificate

We bought our cert from GlobalSign

€ ) () @ GMO GlobalSign Inc (US) | https://www.globalsign.com/en Bl c|lQn

P2 Google Calendar [8) Most Visited | | reports newproduct || wat ﬂ volcano { todo n PLM ﬂ Products Report n Products n Compone

O GlobalSign.
GMOINTERNETGROUP

Products SSL Partners Company Resources Support

Make an account, it will have a strange usrename that starts with PAR

Ordering Certificates from GlobalSign is Quick & Easy

User Name : PARIIIN_adafruit
English one te characters
Password : eeccccee
English one
-r" v  Log [

©Forgot your Password? Click here

You can click on Order Certificates - we already did so we have a certificate we paid
for a few years ago, certificates cost ¥$500
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ACCOUNT & FINANCE & SSL CERTIFICATES [ MANAGED SSL B ENTERPRISE PKI [

Client Certificates Home Search Order History

CERTIFICATES

© Order Certificates o Show Advanced Search [ Search..)
© Pending Approvals C—
FIND CERTIFICATES Display Number 10 v

© Search Order History 1

TOOLS

© CSR Checker <1>
© Search Email History

Edit Update Order ID Period Organization Name Common Name Product Email Address Corporate ID(Contractor
Adafruit Code
S 6
Edit 0S201401061043  3year Adafruit Industries Industries Signing support@adafruitcom = PAR SEEEEN_adafruit

To re-download your certificate you'll have to click EDIT to the left of the Order ID.
Which is so counter-intuitive but basically you are re-issuing the cert.

Certificate Identity Details >

Certificate Identity Details
Please specify the information you would like to appear in this certificate.
Some of this information may have been autofilled using the pre-vetted profile you chose earlier.

gnature Hash Algorithm  3» Confirm Details

Itis important that this information is correct, as any inaccuracy will lead to delays in the vetting process.

Common Name Required Adafruit Industries
This will be shown to relying parties highlighting the authenticity of the

software. Enter your legal name in full including Inc, Ltd, NV, Plc
Organizational Unit Optional

Department - e.g. Marketing

Locality Optional New York
Specify the City or Town in which the Organization is Registered

State or Province Optional NY
Specify State or Province in which the Organization is Registerad

or US applicstions
you must specify the Stste in full

Country Required United States - US v
Specify Country in which the Organization is Registered
Email Address Optional for Organization support@adafruit.com
use only IMPORTANT: This email address will be publicly visible in your code signing certificate.

It is often used to include a general contact address e.g. support@yoursite.com. If you
do NOT wish to include an email address in your publicly visible certificate, leave this
field blank. Email address not applicable for Individual applicants.

Continue through and pick a secure Pickup Password, this password is only used to
download the certificate, it isnt the password for the cert itself!

Create Temporary Pickup Password

Please create a temporary pickup password. You will only need this during the installation process.

This is notthe same as your account password.

If you forget this password you will need to resubmit your order. Please copy it somewhere safe.

Pickup Password Required

Pickup Password (re-enter) Required I

Required | have copied this password to a safe location

Pick a hash algorithm. For backwards compatibility with XP SP2 you can request
SHA-1 but these days you should probably just go with SHA-256 since it is more
secure
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1. Prouu‘:t Details

Signature Hash Algorithm

Hash Algorithm: © SHA-256 (Recommended)
o . since vulnerability has been found in
w. This p

P SP2 or earlier versions but transition to

ct may not be available

nts such as

0
o

-1 is availabl

s
© SHA-1

y reissuing the certificate

Click Next...this will have the pickup email sent to the email address associated with
the account.

1. Product Details > 2. Completed
Application Completed

Almost there!

Before we can process your order, you must respond to the confirmation email we sent to the address you specified earlier.

Check your email, you'll have the pickup link in there. Click it!

Thank you for your order. Your Code Signing Certificate is now ready for collection.
You must complete this process on the machine from which you intend to use the certificate.

Click on the link below to initiate the certificate generation and installation process. Please make sure the link is
unbroken and complete. Copy and paste the entire link into your browser if necessary.

https://system.globalsign.com/pc/public/certificate/install.do?p-

For assistance on how to install and use your Code Signing Certificate, please visit GlobalSign Support:
https://www.globalsign.com/support/codesign.php

Thank you for choosing GlobalSign, if you have any questions or issues please do not
hesitate to contact us.

You'll be asked for that password from before. If by chance you forgot it in the last 5
minutes, you'll need to start over.

Install Certificate

Before you start:
Make sure this is the computer you want to install your certificate on.

Next, enter the temporary password you created at registration
e00eeee

Forgotten the Pickup Password? Click Here for instructions.
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You'll now be asked to be a private key for the certificate. You'll need this to install the
certificate. Keep this secret from getting out or someone could be able to sign
malware with your name, no good eh?!

Install Certificate

Certificate Password Required ®00cssscccee

Certificate Password (re-enter) Requir=d Ty

GlobalSign Subscriber Agreement - Version 3.3 -
PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE CERTIFICATE ISSUED TO YOU OR YOUR U
ORGANIZATION. BY APPLYING FOR A CERTIFICATE, YOU ARE AGREEING TO BE BOUND BY THE TERMS OF
THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, PROMPTLY CANCEL THE
ORDER WITHIN SEVEN (7) DAYS OF THE AVAILABILITY OF THE CERTIFICATE FOR A FULL REFUND. IF

YOU HAVE PROBLEMS UNDERSTANDING THIS AGREEMENT, E-MAIL US AT legal@globalsign.com

This GlobalSign Subscriber Agreement (the "Agreement”) between GlobalSign and the
Applicant or Subscriber is effective as of the date of the application for the -~
Certificate (the "Effective Date").

| AGREE TO THE SUBSCRIBER AGREEMENT

Please click Next and wait. Do not click Next again and do not close the browser, the process may take a few seconds.

OK finally - download the certificate file!

Install Certificate

Success! Your certificate has been generated

Download My Certificate ©

What next?
For help with the installation process please refer our Code Sign support pages at:

https://'www.globalsign.com/support/codesign.php

Install Certificate

OK how that you have the pfx file, right click on it and Install it!

©Adafruit Industries Page 11 of 35



Install PEX
©} oy Openwith Atom
7-Zip
CRC SHA
B Scan with AVG

Go through the wizard to install the cert...

Make sure the right file is selected:

Specify the file you want to import.

File name:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.S5T)

Learn more about certificate file formats

To install, you'll need to enter in that long private key you put in doing the pickup
process. | recommend marking the key as exportable, so you don't have to go thru the
pickup process if another person needs to install it and you lost the certificate file.
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Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

["]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[¥]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time,

Include all extended properties.

Learn more about protecting private keys

[ <Back || Next> | [ cancel |

You can use the Automatic Store to put it in your cert manager

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Place all certificates in the following store

Certificate store:

Browse...

Learn more about certificate stores

And, Finish!

©Adafruit Industries
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Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

ol et Da el Automatically determined by t

Content PFX
File Name C:\Users\adyada\Desktop\0S

| R
Certificate Import Wizard (|

The import was successful.

Checking Installed Cert

Now that you have the certificate, its easy to check it out in your Cert Manager. Visit
C:\Program Files (x86)\Windows Kits\10\bin\10.0.16299.0\x86 and run
certmgr.exe
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Size: 79.6 KB
Date created: 11/20/2015 3:47 AM

- -—— l ;- B —
@O:[ . » Computer » LocalDisk(C:) » Program Files (86) » WindowsKits » 10 » bin » 86 »
= e S ———
Organize v Open New folder
@ Documents - Name . Date modified Type Size
il Git B 2aabf6eaScld3d8ec22f3aeb92fB8656.cab  3/14/2016 401 PM  WinRAR archive 14 KB
o Music 7 cert2spe.exe 11/20/20153:47 AM  Application 2%6K8
=) Pictures |B cetmgr.exe 11/20/2015 3:47 AM  Application 80 KB
[ videos | 871 computerhardwareids.exe 11/20/2015 3:47 AM  Application 54 KB
_ config.mftx 10/28/2015 2:41 PM  MFTX File 5K8
1% Computer 3 87 convert-moftoprovider.exe 11/20/2015 3:47 AM  Application 138 KB
& Local Disk (C) 87 ctrpp.exe 11/20/2015 3:47 AM  Application 283 KB
|| e boot(E) 4] d3dcompiler_47.dll 11/20/20153:47 AM  Application extens... 3623KB
H Seagate Backup Plus Drive (F ~ %l d3deev 47 dll 11202015 2:47 AM__ Annlicatinn evtens 1826 KR
certmgr.exe
Application
Date modified: 11/20/2015 3:47 AM

In Personal, you'll be able to see your signing cert!

Intended purpose:

[<A||>

)

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ | *

Issued To Issued By

54 Adafruit Industries GlobalSign CodeSignin...
[ KeePassRPC certifi... KeePassRPC Automat...
Flladyada ladyada

[ smartFTP Client SmartFTP Client

Expiratio...  Friendly Name
1/7/2017 <None>
12/31/2039 <None>
8/23/2112  <None>
12/6/2112  <None>

import... | [ Bxort... | [ Remove

Certificate intended purposes
Code Signing

Learn more about certificates

View

You can click on Advanced to get more details about the cert:

©Adafruit Industries
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[Certificate " " ) |

IGenerd | Detaisl Certification Path |

Certification path
(5] Globalsign

View Certificate ]

Certificate status: i
is certificate is OK. |

Learn more about certification paths
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| General | Details | Certification Path |

Show: [<AI> v]
Field Value o
=] version V3
[i=|serial number 1121 ed 3 8b 5d 30 d9 8e 26...
Signamre algorithm sha256RSA
Signature hash algorithm sha256
Issuer GlobalSign CodeSigning CA -S...
Valid from Sunday, March 13, 2016 11:2...
=] valid to Saturday, January 07, 2017 2...
IF:'T"QI thiart cunnart@adafriit cam Adafr >

. Edit Properties... | | CopytoFie... |

Learn more about certificate details

©Adafruit Industries
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Certificate ™

General | Details | Certification Path |

L“ ' Certificate Information

This certificate is intended for the following purpose(s):

» Ensures software came from software publisher
* Protects software from alteration after publication
*1.3.6.1.4.1.4146.1.50

*Refer to the certification authority's statement for details.

Issued to: Adafruit Industries
| Issued by: GlobalSign CodeSigning CA - SHA256 - G2 i

Valid from 3/ 13/ 2016 to 1/ 7/ 2017
? You have a private key that corresponds to this certificate.

| Issuer Statement |

Learn more about certificates

[ o ]

Download Intermediate Certificate

Finally, you need the matching root certificate file from GlobalSign. Go here to
download it, you'll need to cross-lookup the right cert (https://adafru.it/max), for

SHA-256 its Root-R3.crt
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GlobalSign Root Certificates

Last Updated: Aug 07, 2015 12:49PM EDT

Root Certificates by Product Type

e 18 ‘
— SHA-256
RSA
(Default) | (Legacy)
4
AlphaSsL R1 R1
G+
DomainSSL R1 R1
OrganizationSSL R1 R1
ExtendedSSL  R2 R2
CloudsSL R1 R1
AATL R3 N/A
Codesign R3 R1
EV CodeSign  R3 N/A

Save the root certificate to your Desktop, you'll need it in the next step

R3 GlobalSign Root Certificate

GlobalSign Root R3
SHA256 « RSA » 2048

Valid until: 18 March 2029
Serial #: 04:00:00:00:00:01:21:58:53:08:a2
Thumbprint: d6:9b:56:11:48:f0:1¢:77:¢5:45:78:¢1:09:26:df.5b:85:69:76:ad

R1

R1

R1

R1

N/A

N/A

N/A

Download Root-R3 (Binan)

View in Base64

Does my browser trust this centifig

Open Link in New Tab
Open Link in New Window
Open Link in New Private Window

Bookmark This Link
Share This Link
Save Link As...

Signing Driver

We'll be signing a serial port inf driver file. Basically this just tells Windows "Hey use
the CDC Serial driver you have already" but lets it know the name, VID and PID for the

device.

©Adafruit Industries
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- — e=aach
1. » CircuitPlayDriver ~ [ ¢ || search CircuitptayDriver pH

Organize v Include in library v Share with v New folder =~ 6 &

=

-
X Favorites : Name Date modified Type Size

Bl Desktop L AdafruitCircuitPlayground.inf 12/27/201512:29 ... INF File 4 KB‘
Ju Library l
23 Projects
8 Downloads
)i shared '
Woau_unse 2

|
i’

1item

You can use our generic INF file, just be sure to edit it to change the VID/PID and

Adafruit_Circuit_Playground.inf

https://adafru.it/maa

identifier strings!

Fi Edit Cmds Tools Options Buffers Help
AB — > 4 |

Dw dSxiB8 % i Ee

Open | Dired | Save | Print cut Copy | Paste | Undo | Spell | Replace| Mlail Info | Compile] Debug

Adafruit Circuit Playg... |

[SourceDisksFiles]
[SourceDisksNames]

v
Raw:T————- XEmacs: Adafruit Circuit Playground.inf (Fundamental PenDel)----L10
Mark set

| recommend having the name of the inf not have space in it, just during the signing
process

Also, put the inf into a folder on your desktop, also without spaces in it.
Only perform these steps on one inf at a time, in a single folder. srsly.

For example, | put AdafruitCircuitPlayground.inf into C:
\User\ladyada\Desktop\CircuitPlayDriver
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Inf2Cat

To start you'll need to create a catalog file for the inf. You will use inf2cat for this

Run this command in the directory with the inf file

E.g. if the driver inf is in C:\Users\ladyada\Desktop\CircuitPlayDriver, open up a
command line and cd C:\Users\ladyada\Desktop\CircuitPlayDriver

"C:\Program Files (x86)\Windows Kits\10\bin\10.0.16299.0\x86\inf2cat"

/v /

0s:XP X86,Vista X86,Vista X64,7 X86,7 X64,8 X86,8 X64,6 3 X86,6 3 X64
,10 X86,10 X64 /driver:.

(The screenshot below is slightly obsolete: it doesn't have the version number in the

path.)

Finished

Processin
Finished

Warnings:
22.9.10:

Tle in

sF1

C:\Use

ection in

\Program Fi
/ista_X64,7

\Desktop\feather\) file (adafruit_feather

file (cdc a.cat)
file (root-r3.crt)
file (sign.bat)

file (sign.bat~)

\feathe
eathe
eathe
eathe

directory (C

directory (C

directory (C

irectory (C
L <

pars
g INF:

‘copyfi1e'.n§] i; missing from [SogrceD
2u4.inf; ok if file source is provided

/s in [drivercopyfiles.ntamd64] is missing from [Sour

les] section in \adafruit_feather_32u4.inf; ok if file source is provid

via LayoutFile in [Version].

Catalog generation complete.
C:\Users\ladyada

sktop\feather\cdc_vista.cat

\ladyada\Desktop\feather>_

©Adafruit Industries
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Add the Root Certificate

Copy that root certificate you downloaded at the end of the last step into the same

directory
——l—l'?'f'?'“?s‘
9 Seochicatter_____5
Organize v Include in library ¥ Share with v New folder = v 0l @
e ;‘ Name Date modified Type Size
Bl Desktop 5] Root-R3.crt 3/14/201611:32 PM  Security Certificate 1KB
. Microbuilder A cdc_vista.cat 3/14/201611:50 PM  Security Catalog 1KB
. Library 4 | Adafruit_Feather_32ud.inf 12/27/201511:51 ... Setup Information 4K8

i Recent Places

8 Downloads

|

3 items

Signing!

OMG are you ready??? It's finally time to sign the driver!

Open up a new command line and go to the directory with the inf & cat in it
"C:\Program Files (x86)\Windows
Kits\10\bin\10.0.16299.0\x86\signtool" sign /v /n "Your company name"
/ac "Root-R3.crt" /tr http://timestamp.globalsign.com/?signature=sha2

/td sha256 *.cat

Of course, change Your Company Name to the certificate name's owner, and the
intermediate certificate name if necessary.

(The screenshot below is slightly obsolete.)
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BN C:\Windows\system32\cmd.exe

The following certificate w
Issued to: Adafruit Industr
ed by: GlobalSign Cod
E res: Sat Jan 07 14: 3

Cross certificate chain (using machine
Issued to: GlobalSign
ed by: GlobalSign

Globalsign

SHAL hash: 905F596AAE77141556

Done Adding Additional Store
Successfully signed: cdc_vista.cat

Number of war
Number of errors:

adyada\Desktop\feather>_

Number of files successfully Signed: 1

rogram Files (x

) ustries" /ac "Root-R3.crt"
mp.globalsign gnature=sha2 /td sha256 *.cat

SHAL hash: BE8946F53E3E411D8404FE436576A7413FBAIAIS

store):

: Sun Mar 18 06: 29
SHA1 hash: D69B561148F01C 578C10926DF5B856976AD

Issued : GlobalSign CodeSigning CA - SHA256 - G2

Exp Fri Aug 02 06:00:00 2019
3606EAA5C830B0B1B439A

: Adafruit Industries
GlobalSign CodeSigning CA - SHA256 - G2
p Sat Jan 07 14:35:43 2017
SHA1 hash: BE8946F53E3E411D8404FE43657 413FBA9A98

E 3

General | Security Catalog

=4

Field Value

i\ Version V1

‘:_ Subject usage 1.3.6.1.4.1.311.12.1.1

|

Security Catalog Information
—* This security catalog is valid.

m

;\List identifier 9 7e 5f 76 f589 7d 4f 98 83 88 ea ...
A\ Effective date Monday, March 14, 2016 4:39:19 PM
f\Subject algorithm 1.3.6.1.4.1.311.12.1.2

o3

1.3.6.1.4.1.311.12... 30819b 1e 0400 4f 00 53 02 04 10..

.5‘1.3.6.1.4.1.311.12... 304c 1e0a 004300 5700450044..

< I

Value:

b

1.3.6.1.4.1.311.12.1.1

Learn more about security catalo

[ View Signature

| oK
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Digital Signature Details

General | Advanced

—_, Digital Signature Information
This digital signature is OK.

Signer information

Name: I Adafruit Industries
E-mail: lsupport@adafruit.com
Signing time: l Monday, March 14, 2016 4:44:36 PM

| View Certificate |

Countersignatures

Name of signer: E-mail address:

GlobalSign TSA f... Not available

Timestamp
Monday, March 14, ...

’ Details ]

©Adafruit Industries
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Digital Signature Details =~

Advanced
Signature details:
Field Value
Version V2
Issuer GlobalSign CodeSigning CA - SHA256 - G.
Serial number 1121ed c38b 5d 30d9 8e 26 18380d0 .
Digest algorithm shal s
Digest encryption algorithm RSA
Authenticated attributes
1.3.6.1.4.1.311.2,1.12 3000
Content Type 0603 2b0601040182370a01 TN
1.3.6.1.4.1.311.2.1.11 300c060a2b0601040182370201:
Message Digest 04140 16 46 4f 5b fe 85 74 c4bd 1fc. ~
< | i |
Value:
V2
|

o |

Now if the driver gets installed, the user will see the following, a happy installer!

@Windows Security » — u‘

Would you like to install this device software?

Name: Adafruit Industries LLC Ports (COM & LPT...
= Publisher: Adafruit Industries

[T Always trust software from "Adafruit Industries”. Install ] [ Don'tlnstall |

@ You should only install driver software from publishers you trust. How can [ decide
which device software is safe to install?

= = J

Making an Installer

OK now you have a nice signed driver, so lets make a fancy installer so people can
just double-click to install

These instructions are pretty much the same as the great tutorial at:
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blog.codebender.cc/2016/01/04/create-a-simple-windows-driver-installer-using-
nsis/ (https://adafru.it/mae)

Install NSIS

Start off by installing NSIS (https://adafru.it/mat) - written by Nullsoft, the creators of
WinAmp (which really whip's the llama's ass) (https://adafru.it/maf)

website navigation page comment view source history
= Main Page
Download
= News

= Features

= Screenshots

. E_SISZ NSIS 2.50 NSIS 3.0b3
.
feense Released December 26, 2015 Released December 26, 2015

= Documentation
= Support Download &7 Download &

= Community Release Notes & Release Notes &

= FAQ

= Bug Reports Source code & Source code &

= Requests

= Developer Center

: ::j(i"r'l:s Old Releases
= Examples = NSIS 2 releases &

= Download = NSIS 2 pre-releases &?
= Special Builds = NSIS 1 releases @

= Navalanmant Filae

I installed 3.0b3, the latest version as of this tutorial's writing
() Nsis 2.003 Setup o | |

Welcome to the NSIS 3.0b3 Setup

NSIS Wizard

This wizard will guide you through the installation of NSIS
(Nullsoft Scriptable Install System) 3.0b3, the next
generation of the Windows installer and uninstaller system
that doesn't suck and isn't huge.

NSIS incudes a Modern User Interface, LZMA compression,
support for multiple languages and an easy plug-in system.

Click Next to continue.

Next > [ Cancel
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file:///home/deploy/learn/releases/20240603170442/blog.codebender.cc/2016/01/04/create-a-simple-windows-driver-installer-using-nsis/
file:///home/deploy/learn/releases/20240603170442/blog.codebender.cc/2016/01/04/create-a-simple-windows-driver-installer-using-nsis/
http://nsis.sourceforge.net/Download
https://en.wikipedia.org/wiki/Nullsoft
https://en.wikipedia.org/wiki/Nullsoft

';"NSIS 3.0b3 Setup

Completing NSIS Setup

NSIS has been installed on your computer.

Click Finish to dose Setup.
[V/Run NSIS;

(V] Show release notes

Visit the NSIS site for the latest news, FAQs and support

Find DPinst

This is the Microsoft driver installation software which came with the WDK you

installed earlier.

Goto C:\Program Files (x86)\Windows Kits\10\Redist\DIFx and you can find

many versions.

| recommend grabbing

C:\Program Files (x86)\Windows
Kits\10\Redist\DIFx\dpinst\MultiLin\x64\dpinst.exe

and putting it in your driver folder, called dpinst-x64.exe

Also grab

C:\Program Files (x86)\Windows
Kits\10\Redist\DIFx\dpinst\MultiLin\x86\dpinst.exe

and put that also in your driver folder, called dpinst-x86.exe

©Adafruit Industries
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o TR ol e
i - — - -

@Q [0 » CircuitPlayDriver —+ [%|[ Search CirwitPlayDriver £
Organize v Includeinlibrary v Sharewith v New folder o @
r— 4 Name ° Date modified Type Size

B Desktop =[x AdafruitCircuitPlayground.inf 12/27/201512:29 ... INF File 4KB
I Library | &2 cdc_vista.cat 3/14/2016 4:44 PM  Security Catalog 7KB
33 Projects % dpinst-64.exe 0156:30 PM  Application 1,017 KB
& Downloads % dpinst-x86.exe 3/30/20156:16 PM  Application 895KB
| shared

1. Othermill PCBs

\. Fritzing-Library

Navcalanmant
4 items
— e —

Create a configuration file!

You can spend a ton of time making super customized installation programs - ours
originally was for installing a wide range of drivers, here's the core of it

# Adafruit Board Driver NSIS Install Script
# Author: Tony DiCola

# Import some useful functions.
linclude WinVer.nsh # Windows version detection.
linclude x64.nsh # X86/X64 version detection.

# Set attributes that describe the installer.
Icon "Assets\adafruit.ico"

Caption "Adafruit Board Drivers"

Name "Adafruit board drivers"

OQutfile "adafruit cplay.exe"
ManifestSupported0S "all"

SpaceTexts "none"

# Install driver files to a temporary location (then dpinst will handle the real
install).
InstallDir "$TEMP\adafruit cplay"

# Set properties on the installer exe that will be generated.

VIAddVersionKey /LANG=1033 "ProductName" "Adafruit Circuit Playground Driver"
VIAddVersionKey /LANG=1033 "CompanyName" "Adafruit Industries"
VIAddVersionKey /LANG=1033 "LegalCopyright" "Adafruit Industries"
VIAddVersionKey /LANG=1033 "FileDescription" "Installer for Adafruit Circuit
Playground board driver."

VIAddVersionKey /LANG=1033 "FileVersion" "1.0.0"

VIProductVersion "1.0.0.0"

VIFileVersion "1.0.0.0"

# Define variables used in sections.
Var dpinst # Will hold the path and name of dpinst being used (x86 or x64).

# Components page allows user to pick the drivers to install.
PageEx components
ComponentText "Check the board drivers below that you would like to install.
Click install to start the installation." \
"" "Select board drivers to install:"
PageExEnd

# Instfiles page does the actual installation.
Page instfiles
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# Sections define the components (drivers) that can be installed.

# The section name is displayed in the component select screen and if selected
# the code in the section will be executed during the install.

# Note that /o before the name makes the section optional and not selected by
default.

# This first section is hidden and always selected so it runs first and bootstraps
# the install by copying all the files and dpinst to the temp folder location.
Section
# Copy all the drivers and dpinst exes to the temp location.
SetOutPath $INSTDIR
File /r "Drivers"
File "dpinst-x64.exe"
File "dpinst-x86.exe"
# Set dpinst variable based on the current 0S type (x86/x64).
${If} ${RunningX64}
StrCpy $dpinst "$INSTDIR\dpinst-x64.exe"
${Else}
StrCpy $dpinst "$INSTDIR\dpinst-x86.exe"
${EndIf}
SectionEnd

Section "Circuit Playground"

# Use dpisnt to install the driver.

# Note the following options are specified:

# /sw = silent mode, hide the installer but not 0S prompts (critical!)

# /path = path to directory with driver data

ExecWait '"$dpinst" /sw /path "$INSTDIR\Drivers\Adafruit CircuitPlayground"'
SectionEnd

Place this file in the directory with dpinst-x86 and dpinst-x64

’ .. » CircuitPlayDriver » v | 5 l | Search
v Include in library v Share with « New folder (]
ites “*  Name : Date modified Type

ktop E’ | Assets 3/14/2016 5:20 PM File folder

ary .. Drivers 3/14/2016 5:21 PM File folder

ects ||| cplay.nsi 3/14/2016 5:22 PM  NSIS Script File
vnloads % dpinst-x64.exe 3/30/2015 6:30 PM Application

red % dpinst-x86.exe 3/30/20156:16 PM  Application
ermill PCBs

ting-Library

elopment il

In Assets, put an ico file with your logo

©Adafruit Industries Page 29 of 35



@vvl .. » CircuitPlayDriver » Assets

Organize v Include in library v Share with « Slide show New:

»~

7 Favorites
Bl Desktop
. Library
%3 Projects
4 Downloads

m

adafruit.ico

.. shared
.. Othermill PCBs
.. Fritzing-Library

.. Development <

{ 1 item

B

Inside Drivers put another folder that contains the actual driver files. E.g. Drivers/
CircuitPlayground/circuitplay.inf this way you can expand the installer to install more
software & drivers easily

v Include in library v Share with + New folder

~

i Name Date modified

m

\¥ | AdafruitCircuitPlayground.inf 12/27/201512:29
=4 cdc_vista.cat 3/14/2016 4:44 P

ects
vnloads

red

ermill PCBs
ting-Library

elopment &

If you'd like you can check out our package for the structure:

CircuitPlayDriver.zip

https://adafru.it/mag

Go back to the NSI file, right click and Compile it
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Compile NSIS Script
Compile NSIS Script (Choose Compressor)

Edit
1-Zip
MakeNSISW - Finished Sucessfully i [E=EER ™)

File Edit Script Tools Help

PRH B, 002N

Processed 1 file, writing output (x86-ansi):

Adding plug-ins initializing function... Done!
Processing pages... Done!
Removing unused resources... Done! I

Generating language tables... Done!

Output: "C:\Users\ladyada\Desktop\CircuitPlayDriver I
\adafruit_cplay.exe"

Install: 2 pages (128 bytes), 2 sections (4144 bytes), 41 instructions
(1148 bytes), €7 strings (1235 bytes), 1 language table (214 bytes). |

Using zlib compression.

EXE header size: 407040 / 36864 bytes
Install code: 1305 / 5273 bytes
Install data: €68227 / 1979192 bytes
CRC (OxAFSBB17A): 4 / 4 bytes :]
Total size: 107657¢€ / 2021333 bytes (53.2%)

o
NSIS v3.0b3 [ Testinstaler | | Close |

7.

= J

Read thru the text to make sure everything was found properly!

You can now test it out - double click to run the installer
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* Adafruit Board Drivers: Installation Options ==
Check the board drivers below that you would like to install. Click install to
start the installation.
Select board drivers to install: Circuit Playground
|
Cancel Mullsoft Install System v3.0b3
L
r
¥ Adafruit Board Drivers: Completed O | = |-
Completed
ARERNENERERENNNNENENENENEEEEEEEn
Show details I
I
Cancel Mullsoft Install System v3.0b3
-

Check the Details again, to verify the installer did what its supposed to do
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r R
* Adafruit Board Drivers: Completed ‘ = | l ]

Completed

fAlA

ymm

| o= 1

Sign the Installer

OK since you have everything set up its easy to also sign the installer! Go into the
directory where you have the generated exe and run

"C:\Program Files (x86)\Windows Kits\10\bin\x86\signtool" sign /v /n
"Company Name" /tr http://timestamp.globalsign.com/?signature=sha2 /
td sha256 driverinstaller.exe

;
& MHV AVR Tools 20121007 - SRICE X

C:\Users\ladyada\Desktop\Adafruit_Windows_Drivers ls -
Assets LICENSE adafruit_drivers.exe dpinst—x64.exe license.rtf
Drivers README.md adafruit_drivers.nsi dpinst—x86.exe

C:\Users\ladyada\Desktop\Adafruit_Windows_Drivers>"C:\Program Files (x86)>\Window
s Kits\18\bin\x86\signtool" sign /v /n "Adafruit Industries" /tr http://timestanm

p.globalsign.com/?signature=sha2 /td sha256 adafruit_drivers.exe
The following certificate wa lected:
I d to: Adafruit Industries
: GlobalSign CodeSigning CA — SHA256 - G2
Expires: Sat Jan A7 14:35:43 2017
SHA1 hash: BE8946F53E3E411D84B4FE436576A7413FBAZA98

Done Adding Additional Store
Successfully signed: adafruit_drivers.exe

Number of file ccessfully Signed: 1
)

EC:\UsePS\ladyada\DeSktop\ﬂdafruitfwindousﬁDriuers)
- —

When the customer double clicks, it will let them know that this is Verified to be from
Adafruit Industries!
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[# User Account Control g

Do you want to allow the following program to make

changes to this computer?

* Program name:  All in one installer for Adafruit's board

drivers.
Verified publisher: Adafruit Industries
File origin: Hard drive on this computer

Program location: "C:\Users\ladyada\Desktop\Adafruit_Win...
Show information about this publisher's certificate

(~) Hide details Yes || Mo |

Change when these notifications appear

You can see information about the certificate if you Show Details:

r B
Adafruit Industries E

General |Details | Certification Path

I L= g Certificate Information

This certificate is intended for the following purpose(s):

 Ensures software came from software publisher
* Protects software from alteration after publication

i Issued to: Adafruit Industries

Issued by: GlobalSign CodeSigning CA - SHA256 - G2 i

Valid from 3/ 13/ 2016 to 1/ 7/ 2017

Issuer Statement

You can also check the exe properties:
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* adafruit_drivers.exe Properties p— u

Security | Details I Previous Versions
General | Compatibiity | Digtal Signatures | 3¢ Git
Signature list

Name of signer: Digest algorithm Timestamp

iAdafruit Industies  shat Monday, March 14, 2... i

Details
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